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1. Introduction

The payment system in lIsrael has been in constamt dver recent years, due to
implementation of various reforms, technology depeients and global developments. Such
change leadsnter alia, to promotion of ventures involving advanced meahpayment by
the banking system in Israel, as well as by pricat@panies.

The Joint Committee on Advanced Means of Paymerst @sablished in March 2014, in
order to regulate advanced means of payment ircespéinformation security, AML (anti-
money laundering) and terror financing, businesatinaity, competition, stability and
efficiency - so as to encourage the public in Istaeexpand the use of advanced means of
payment. Such regulation is highly important anere¢fore, the Committee was required to
refer to several key aspects: The outline to prenuse of advanced means of payment, the
frequent technological changes which affect theaiselvanced means of payment, securing
transactions involving advanced means of paymetit emphasis on information security,
cyber risk and fraud as well as consumer protection

The Committee considers that use of advanced mafapayment as part of the payment
system in Israel should be promoted by combinedlatign of the legal, technology and

consumer infrastructure. This includes®er alia, regulation of the legal basis for operations
involving advanced means of payment and setting npw retail payment system for rapid
settlement of payments made using advanced megyeyofent, including a secure national
communication infrastructure.

This interim report was created after the Committas reviewed in depth the promotion of
use of advanced means of payment in Israel. Pabiiaments on this report are an important
component in successfully achieving its objectives.

| wish to thank those who have appeared beforeCthmittee and contributed of their
experience. | am especially thankful to my colleegyulCommittee members from the Prime
Minister's Office, Anti-Money Laundering and TerrBmancing Authority, Tax Authority,
Ministry of Justice, Antitrust Authority, NationaCyber Bureau, National Information
Security Authority, State Attorney's Office, IsraBblice and the Bank of Israel — they have
all invested significant time and effort in creafitis report.

Sincerely,
Irit Mendelson, Committee Chair
Director of the Accounting, Payment and Settleng&ysgtems Department
Bank of Israel
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2. Executive summary

Recommendations made by the Committee on Redua@eglCash in the Israeli Economy,
designed to reduce the shadow economy in Israe tbcker Committee”) indicated the
need for promoting advanced means of payment aellsas an alternative to paper-based
means of payment (cash and checks).

The Joint Committee on Advanced Means of Paymerst @sablished in March 2014, in
order to regulate advanced means of payment (fetein "the Committee”). The
Committee focused on reviewing the promotion of o$eadvanced means of payment,
which would contribute to increased competitiorfjcefncy and security of the payment
system in Israel. The Committee has reviewed adameans of payment in Israel and
world-wide, including digital check, electronic Wetl cellular payments and online
payments (Business to Business (B2B), Busines®itsoR (P2B), Person to Business (P2B)
and Person to Person (P2P)), with emphasis ongkeinvolved in the use thereof, required
regulation and infrastructure. It should be notedt tadvanced means of payment do not
necessarily exist separately from currently exgstimeans of payment — cash loading, bank
transfers, direct debit or debit cards — but in ynaases they are based on such currently
existing means and make use of existing infragtrecand payment systems in Israel.
Currently, most advanced payments in Israel aredas payment cards; however, the
Committee envisages the development of a rangayhpnt options, including transfer of
monetary value through new entities which wouldvpie payment services, payments made
directly from bank accounts as well as developneéother payment solutions.

Use of advanced means of payment offers multiplesichges, including: Reduced use of
cash and reduction of the shadow economy in Israieased competition through
introduction of new entities, who would provide pagnt services for the payment system;
creating a situation where an entity that has dgexl an advanced means of payment has a
competitive advantage over other entities in thgnpnt system; reduced transaction costs
compared to other means of payment; documentafitrarmsactions involving the means of
payment; convenient use for customers — both payelr payee — and availability to
customers. Furthermore, use of advanced means yhegmd would allow for digital
monitoring of transactions, which would be docurednaind identifiable in the financial
system and in payment systems. In order to befrefit advantages of advanced means of
payment, the Committee recommendsgr alia, to set up advanced national settlement
infrastructure, to include secure communicationsrégail payments and to regulate these
means of payment and payment services.

Note that along with the aforementioned advantagesanced means of payment also
include various legal aspects, including consumeategtion and various risk factors,
primarily cyber risk and AML and terror financingk. The typical flexibility of advanced

means of payment and use of advanced computeromptetf may expose users to
impersonation, abuse, fraud and non-receipt byouarentities. Furthermore, the multitude
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of methods for payment transfer, along with contpmetifor clients, may impact security of
operations using such means of payment. The Banlsrakl and relevant entities are
considering and monitoring such risk factors arelpaepared to address them.

In order to enable promotion of use of advancednsied payment, the Committee was
required to refer to payment systems, payment semioviders and clients (both businesses
and individuals) from various aspects, including) Technology aspects: Absence of a
settlement system which consolidates approvalsaosactions made using advanced means
of payment, a system to enable settlement of alaackd means of payment in operation
currently (and in future) in Israel. Absence ofitseccommunication infrastructure — from the
end client to the payment system — for making paysasing advanced means of payment;
(b) Legal aspects: Adapting the legal frameworkperation of advanced means of payment,
including generally accepted international stansldod AML and terror financing, consumer
protection, obligations and responsibilities of @lhtities involved in the transaction
execution chain using advanced means of paymengsfeects of consumer education and
creating consumer confidence to promote use of neless familiar technology than
currently existing means of payment.

In conformity with the foregoing, the Committee saters that use of advanced means of
payment as part of the payment system in Israalldime promoted by combined regulation

of the legal, technology and consumer infrastriectiiherefore, the Committee recommends
as follows:

1. Set up central settlement infrastructure and securenational communication
infrastructure for making payments using advanced neans of payment.The
Committee considers that a new retail payment systeould be created for faster
settlement of payments using advanced means of grayiwoncurrently with creation
of secure communication infrastructure to prombeeuse of such means of payment.
Accordingly, a sub-committee would be created, tgdthe Bank of Israel with
participation from the National Cyber Bureau and Mational Information Security
Authority, to create and formulate the business ehddr operation of the new
payment system. The sub-committee shall submietemmendations within 1 year
from publication of this report.

2. Draft a bill to regulate payment services, paymenaccount and settlement and
issuance servicesThe Committee proposes uniform lateral regulatball services
provided by payment service providers. Such regraghould include and refer to,
inter alia, consumer aspects, mandatory compliance by pays®wmice providers
with AML and terror financing directives, mandatartgmpliance with information
security standards and other requirements. Sualiategn would be addressed by a
sub-committee led by the Bank of Israel with p@pation from the Ministry of
Justice, Ministry of Finance and Antitrust AuthgritThe sub-committee shall
formulate the draft bill within 1 year from publitan of this report.
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3. Adapt current legislation to operations involving alvanced means of payment.
The Committee considers that constant review amgbtation of existing legislation
in Israel is required, with reference to three klments: users of advanced means of
payment, financial service providers and paymestesys. In this regard, legislative
amendments should be reviewed to support regulaticRML and terror financing
aspects of operations of payment service providars;onformity with accepted
international standards (FATF).

4. Promote Point of Sale (POS) infrastructure to allowfor contactless transactions.
The Committee considers that the expected chamgdseipayment system in Israel
due to implementation of the outline of market &ifon to the EMV standard
provide an opportunity to promote use of advancedms of payment by creating
POS infrastructure to support contactless transastand multiple applications.

5. Review the transaction execution chain for digitalchecks. The Committee
considers that given the extensive use of chechsrael and given the objective of
reducing the scope of the shadow economy, a restewld be conducted of how to
integrate digital checks as a means of paymeiftarpayment system in Israel. In this
regard, the transaction execution chain for thiamseof payment should be reviewed,
including aligning the legal infrastructure for bBuoperations and looking into
creating a new, dedicated settlement infrastructure

6. Promote consumer education and generate consumelust in advanced means of
payment. The Committee considers that promoting the usedotiaced means of
payment requires extensive consumer infrastructim&yuding financial education
and introduction of these means to the publicraiela

The Committee will continue to implement the owtlinf recommendations made in the
report by the Committee on Reducing Use of Caskhélsraeli Economy ("the Locker
Committee") and the recommendations arising froma thport. The Committee will also
continue to monitor developments in advanced medngayment in the Israeli payment
system.
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3. Introduction

In September 2013, the Government decided to esttadlCommittee - headed by Mr. Harel
Locker, Director General of the Prime Minister'sfiGd - to review the reduction of
unreported capital and money laundering througtricien and reduction of use of cash and
other means of payment, designed to expand thebtee (hereinafter: "théocker
Committee"). This Committee was authorized to formulate digyooutline which would
gradually reduce the use of cash and other pamdbaneans of payment, including
restrictions on negotiability of checks - and taftlia proposal on providing incentives and
removing obstructions to encourage use of eleatrauivanced means of payment. The
Committee's report was approved by the Governnme®titober 201%

In conformity with recommendations made by the lexc€ommittee, the Joint Committee
on Advanced Means of Payment in Israel (hereinaftee Committe€") was established in
March 2014. The Committee Chair is Ms. Irit Mendels Director of the Accounting,
Payment and Settlement Systems Department at thk 8alsrael. Committee members
include representatives from the Prime Minister®ic®, Israel Money Laundering and
Terror Financing Prohibition Authority, Israel Ta@&uthority, Ministry of Justice, Antitrust
Authority, National Cyber Bureau, National Infornwett Security Authority, State Attorney's
Office, Israel Police and the Bank of Israel.

The Committee was created to regulate advanced sne&npayment in aspects of
information security, AML and terror financing, bsss continuity, competition, stability
and efficiency - so as to encourage the publismdl to expand the use of advanced means
of payment and provide a response to existing aissociated with use of such means of
payment, including AML and terror financing riskjoer risk and other risk factors.

The Committee members received overviews on issakged to advanced means of
payment, including overviews of the payment andleseent system in Israel, advanced
payment solutions world-wide, risk with regard t&A and terror financing, mapping of
current regulations of the payment system in Iseael overseas and proposed solutions to
promote use of advanced means of payment. The Cibeenailso invited interested parties to
present to the Committee their solutions for safeé efficient advanced means of payment
with regard, inter alia, to digital checks and &lecic wallef.

The Committee summarized its major recommendatigtis regard to the steps required in

order to promote the use of advanced means of payamel is bringing its recommendations

for review by the public. These recommendationsdasgned to promote use of advanced
means of payment and to promote development ofisnkiwhich would promote the use of

advanced means of payment through infrastructureehwivould allow for competition,

1 http://www.pmo.gov.il/Secretary/GovDecisions/201adBs/govdec2115.aspx

Committee members are listed in Chapter 13.
3 http://www.boi.org.il/lhe/PaymentSystem/Documemtsh %20 2210%20112n5. pdf
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efficiency, security, reliability and conveniendéhe report provides an overview of means

and solutions for advanced electronic paymentssiael and overseas, the advantages of
using them, alternatives for conducting transastiosing advanced means of payment in the
current payment systems, legal aspects with regamtomoting use of advanced means of
payment, the risk associated with using such meapsyment and the obstructions to the

use thereof.
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4. Overview of advanced means of payment world-wide

The global payment system is growing in recent gjeaith electronic payments replacing

paper-based transactions using cash and checKsndlegical developments in internet and
smartphones over the past decade have changedathewhich people pay and receive

money for their purchases and sales. These develagrhave resulted in creation of means
of payment which allow consumers to make remotenygas in new ways. They also

provide for alternative payment methods, such asgusmartphones, smart watches and
smart bracelets - instead of physical charge c&@dasumer behavior, with regard to retail
payments, is influenced by demand for safe, effic@nd convenient means of payment. As
cellphones become more common means of paymeng apps are being downloaded for
making cellular and contactless payments.

When consumers and merchants see the benefit ducbng such transactions, this provides
an incentive for entrepreneurs to develop innoeameans of payment. Such development is
carried out not only by banking corporations annmational credit card companies - but
also non-banking entities, including leading tedbgy firms, private companies and
individual entrepreneurs. Some of these innovatioldude new solutions for making
advanced payments, various options for using nevesscdevices and alternative access
channels, options to improve payment efficiency aadurity level and response to cyber
attacks. Some of the better known developmentsidiecthe Apple Pay service, the Samsung
Pay service, Google's electronic wallet, the PaydPal Alipay e-commerce services and
payment services using social media, such as thréagebook. This is in addition to the
emerging development of means of payment incluéiegtronic wallet, pre-paid cards and
services based on a link to checking accountsnir th the client's payment card. Use of
these means of payment by consumers, merchantc@pdrations is growing, mainly
because they provide a solution for these useesisne

An innovative development in advanced means of ggynmay be seen in Hong Kong,
which promotes the use of digital chetk¥he development is managed by the central
settlement company, HKICL, a company which providesitlement services to all
commercial banks and which is owned by the Banlogission and by the central bank of
Hong Kong (HKMA).

The Hong Kong digital check has these attributegthBparties to the transaction, payer and
payee, must sign the digital check by digital stgnes issued by authorized entities; digital
checks may not be endorsed; in order to ensurettading using digital checks will be
orderly and protected, appropriate steps will beena- including creation of encrypted and
encoded infrastructure; no change can be madeytm&ormation on the digital check: payee
name, amount, date etc. Any attempt to make suchaage would invalidate the digital

4 Note that development of the digital check in gétong is referred to in this report merely as aameple

- and its attributes may differ from those of thec&ronic check to be developed in Israel.
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signature and the check itself; the digital cheaiudes minimal sensitive information and
the payer's account information does not have idEosed to the payee.

Payment systems world-wide have also significatéyeloped in recent years. For example,
different countries - including South Africa, MegicUK, Poland, Sweden and Singapore -
have deployed a faster retail payment system. Qibentries, including Australia, Finland
and the USA, are in the process of deploying systems.

The Committee, as part of its work, reviewed thst&aPaymensystem. Fast retail payment
system created by VocaLink which was put into openain 2008, by order of the Bank of
England, in order to increase competition in therkeia to replace settlement using the
BACS systerfi and to reduce the time required for payment tembetween clients of
different banks from three days to a few hours. 3ysem operates 24/7, serving individual
and business clients - with the maximum transfeowam set at GBP 100,000. As of 2015,
the system hosts 10 banks and 260 indirect (hoptagérs.

The PAYM mobile payment service used to transfeynpgents between user accounts,
operates through the system. This service allowsdéading and receiving payments using
your cellphone number, without requiring detailsyotir bank account (the phone number is
linked to the bank's database, which includes #ex account information). This service is
provided by using the bank application and is améd to most clients of those banks who
are members of this system.

In addition to evolution of means of payment anginpant systems, the world has recently
seen development in legislation concerning paymsgstems, as well. Especially advanced
regulation may be seen in the European Union, wisidited in this report as an exariple
For the past decade or so, the European Centrdt Bas been acting to harmonize and
integrate payment systems through the Single Eaymnt Area (SEPA) project. This
project is designed to create arrangements fodyagsficient and safe transfer of payments
between EU countries and to improve the system edina of paymeninter alia through
regulations, removing obstructions and opening $lystem of means of payment to
competition through entry of new entities. In tregard, we shall refer to two key directives:
With regard to payment services — the Payment Ses\Directiv& (PSD) and with regard to
electronic money — the E-Money Directiy&MD).

The system may be used for four types of payments

a. Single Immediate Payment - standard transfer friiemtcto client, settled within up to two hours.

b. Forward Dated Payment - payment made in advanecg ke system, which is settled on the date
specified by the sender. This is typically usedgayment of monthly bills, rent etc.

c. Standing Order - payment in a fixed amount madghbyclient every month.

d. Direct Corporate Access Payments - this serviav@lable to companies, which may send a large
number of concurrent transactions to the system.

Automated settlement system for payment orders.

For more information see Appendix A (in Hebrewsien only).

Directive 2007/64/EC on payment services in therimdl markets

http://eur-lex.europa.eu/legal-content/EN/TXT/PDF2CELEX:32009L0110&from=EN

© O N O
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5. Overview of advanced means of payment in Isra@l

The payment system in lIsrael has been in constamt dver recent years, due to
implementation of various reforms, technology depeients and global developments. Such
change leadsnter alia, to promotion of ventures involving advanced meahpayment by
the banking system, as well as by various compamédsentrepreneurs.

The leading innovations and developments in Isiaelude technology which enables
contactless payment, mobile POS terminals, optiodeposit checks to your bank account
using your cellphone, online payments and use edteinic wallets and payment apps for
computers and smartphones.

5.1. Checks

The use of checks - especially post-dated chetksery common in Israel, compared to the
rest of the world, both in the business sectortanthe public. Post-dated checks are used by
bank clients as collateral to secure loans forrthesiness and in fact, serve as an additional
credit facility. They are also used to make pego@ix payments and to pay suppliers in
multiple installments.

Checks have a wide range of uses: Payments froividoal to individual!, payments from
individual to busineg$, payments from individual to a public entityand payments from
business entitiéd In addition, checks may be used as follows: Payrfee immediate debit
and credit; payment by installments using postdlatieecks, to be presented on the date
thereof; check provided as collateral - the checkat to be cashed, but only to be used as
collateral to secure making a payment at a laté. déhis use is common, for example, in
lease agreements and in transactions with varigpgliers; check for security - usually used
for bank credit; gift check - checks designed fdit giving, by individuals on festive
occasions and by business entities to their cliants employees; cashier’s check - check
issued by a bank to guarantee a payment to be made.

In Israel, checks are extensively usetkr alia, because they have many advantages for both
payer and payee. Advantages for the payer inclQtexcks are available and convenient;
their negotiability may be restricted - and theahmay be cancelled if lost, stolen or in case
of non-receipt; it serves as confirmation of paytrterthe payee after it has been cashed; it
allows for making future installments which may et in equal monthly amounts (without
being subject to the bank-approved credit facilitytil it is cashed); and it serves as a backup
means of payment in case of emergency. Advantagdbd payee include: It provides legal

19 For comprehensive and extensive information atimiactivities of major payment and settlement

systems in Israel, see the "2014 Red Book". See:
http://www.boi.org.il/lhe/NewsAndPublications/Regufablications/Pages/redb2014h.aspx

Nannies, kindergartens, maids, private medicad,qarivate tuition, renovations, private loansitrgifts
on festive occasions and payment to the condo it

Payment of vouchers and bills at banks, payneritssurance companies, check for security, cHaldta
donations to NGOs, consumables.

Tax payments (VAT, National Insurance, Income)Tpayments to educational institutions (kindergayrt
school, university), deposit to provident / pensiond.

Taxes, payroll, payments from insurance compapi@gments to suppliers, deposits to employee
provident / pension fund, purchasing consumables.

11
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proof of the transaction and payment there fothd check is not honored, the payee may
directly apply to the Enforcement and Collectiontiarity; if lost, the asset may be realized
using a "duplicate not& it is possible to verify in advance if the pagesitcount has been
restricted and not to accept their check; the clseckes as collateral for credit.

The use of checks exposes the client, the payedyahk and the entire system to operating
risk, liquidity risk and credit risk. Receipt by etk is not final and is not certain. The
payment is deposited to the payee account withoa-fimal" ("contingent”) status for three
business days - the duration in which the check beayeturned® Secondly, there is risk
associated with failure in liquidity managementthg client or the bartk Thirdly, those
involved in the transaction are exposed to fraudheft, forgery, check endorsement,
including discounting transactions based on an esediocheck, because payment for goods
by check exposes the recipient to liquidity riskdao credit risk, because the goods are
delivered upon receiving the check, whereas theneay is not final and may bounce, i.e.
there is no DVP. Such fraud may also serve for money launderird tarror financing.
Fourthly, the use of checks does not allow the kankerify that the client is in compliance
with their credit limit: The client may issue uniited checks, since the bank cannot fully
monitor them. Note that returned checks carry k fig the entire economy, since they
impact many social strata — business owners, socgdnizations and individual payees.
Finally, the use of checks carries an environmectat, since they are printed on paper and
transported between multiple locations.

Note that the Locker Committee started addressiagisk associated with the use of checks
and recommended an outline for reducing the useedhieThe Committee recommended,
inter alia, to restrict transaction amounts on checks amdbibit the use of checks with no
payee name indicated ("blank check").

In conformity with the foregoing, the Bank of Ista® recent years has examined the use of
paper-based means of payment as part of plannengeform for reducing the use of checks
in the payment system, work on the draft bill oecélonic clearing and changes to settlement
processes at the paper-based clearing house.

In June 2015, the Ministerial Committee approveal dnaft bill on electronic clearing. The
draft bill refers to the transition from physicdéaring of checks, to electronic clearing by
stopping the checks at the presenting bank (thkeatmlg bank) and sending files with
images of the checks to the payer bank. In ordaliéev the check truncation, from legal and
regulatory aspects, legislation is required in ortberegulate these issues: A. Electronic
clearing of checks without physical presentationRBgulation of returning a denied check
to the client; C. Regulation of acceptability af@nputer-based check in legal proceedings.

> According to Section 69 of the Notes OrdinancewiVersion), if a note is lost prior to maturitigt

person who held the note may require the payessieei them another, identical note.

Under special circumstances, a check may beneduafter more than 3 business days and in excggtio
cases — within a period of up to 60 days.

The banks' liquidity risk is du@ter alia, to the fact that banks credit their clients otedg, while inter-
bank settlement occurs on date T + 1.

DVP (Delivery Versus Payment) - concurrent trensff goods and payment there for.

16
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Several countries have recently implemented chegkcation and have legislated laws
which govern operations of the banking system fecteonic check clearing. The draft bill
on electronic clearing is designed to regulatetthesition rules from physical clearing of
checks to electronic clearing.

The Locker Committee has recommended an outlimedoce the use of checks in the Israeli
payment system; this recommendation is refledtaer, alia, in the draft bill on reducing the
use of cash, in the draft bill on electronic setééat and in the recommendation on
promoting the use of digital checks as an alteveator expanding the use of advanced
means of payment in the Israeli payment system.

5.2. Use of payment cards in Israel

There are several typesdymentcard in Israel:

Deferred Debit Card — the mostommonly used card in Israel today. The client uses this
card to purchase goods and services and pays don thonthly, sometimes in multiple
deferred installmentd The merchant is credited, in accordance with sedtlement
agreement and finances the credit days betweeglitr@ being debited and the merchant
being credited. This card is associated with thentt credit facility, allowing them to
withdraw cash from ATMs and/or to pay merchants goods and services - up to the
amount of the credit facility allocated them by thsuer.

When the client chooses to pay for a transactiomstaliments, the deferred debit involves
one of two types of credit: (a) credit paid forttng merchant - extended by the merchant for
a period of days up to several months; and (b)icpadd for by the client - extended by the
credit card companies for several months, occalfyofma over one year, using "credit"-type
programs.

The deferred debit card is not a complete alteradtr cash, since it involves an aspect of
financing and because it is only available to comsis to whom the card issuer has extended
a credit facility.

Debit card — in this case, the accounts of the cardholdeygjuand the merchant are
debited / credited, respectively, immediately upmmducting the transactith This card
provides the convenience of a debit card, along (early) immediate transfer of payment -
similar to cash, check (not post-dated) or bankdfier. A transaction using a debit card is
less costly for the issuer than one involving aedeid debit card, regardless of the
transaction amoufit Globally, transactions are usually carried ounhgsa debit card. In
conformity with recommendations made by the LockEmmmittee, the Bank of Israel

19
20

For bank-issued cards, the debit is reflectetiénclient account.

Typically up to 1-3 days after the transaction datcording to directives of the Supervisor of Banik
Israel, too, the merchant would be credited imntetiia and no later than three days after the &etisn
transmission date. This directive shall becomecéffe on April 1, 2016.

The cost to the client depends on multiple isswéth the key one being the formula of the intenache
fee.

21
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initiated multiple improvements for clients and etents using such a card or an identifiable
pre-paid cartf.

Revolving credit card — the holder of such a card can specify the mamimmonthly amount

to be debited and the outstanding debt accrued megpect to additional purchases made
using the card are deferred to future month(s) aswtue interest. Such cards are currently
only issued in Israel by credit card companiesnfarily in conjunction with joint issuance
arrangements with retailers and consumer loyalips) - but banks may issue them as well.
Pre-paid card — this card, denominated in NIS or in foreign euaay, is pre-paid by the
client with up to the maximum amount for the camith each payment deducted from the
card balance, down to zero. Cards of this typeuntelcards for making purchases at food
chains, calling cards etc. These cards can beadeth i.e., they are for multiple use - with
some being identifiable, while others are anonynfdd$iese cards are issued by credit card
companies and by the Postal Bank and may be ugbkdawy merchant which accepts the
issuer's payment cards. The pre-paid card allowsdasactions to be made up to the current
balance on the card, which balance is updated a#telh transaction. This card may be re-
charged in multiple ways: Directly from the bankcawnt, by charging a payment card
(deferred, revolving or debit card) or by cash pagm

In addition to payment cards, there are also singkepre-paid cards, including gift cards and
anonymous virtual debit cards issued by credit canthpanies. These cards allow users to
make purchases online without disclosing the bayet purchase information. They carry
the information of an alternative credit card whioly be pre-paid (one time only) up to a
limited amourft* - while the information of the payment card usedbad the virtual card are
stored in a secure, encrypted system. If any bala@mains on the virtual card - it may be
downloaded. Pre-paid cards may serve as an altegrtatcash for clients who do not have
an account with the bank.

Three credit card companies operate in Israel acésd, LeumiCard and ICC, which issue
five local and international brands: Visa, Masted;aAmerican Express, Diners and
Isracard. These companies issue and acquire camsformity with licenses granted by the
relevant international organizations. Business his tarea has significantly expanded in
recent years, due to these factors: Non-bank est(tisually, these are loyalty clubs) have
started issuing payment cards; companies providiedit and financing have expanded their
range of services through tools which allow thedbatder to specify the debit amount and
date based on their needs and abilities; the us@agment cards with merchants is
convenient and available; and the range of e-commengebsites is expanding.

In Israel, the number of valid cards at year-enttifa and dormant) has been growing in
recent years. The number of debit cards which aféesh withdrawal increased in 2014 by
8% - from 8 million to 8.7 million. Since 2009, thember of such cards has grown by 46%.
The number of debit cards in 2014 was 664,000 inarease of 19% since 2013 and an

22 The summary report on increasing competitiohndebit card sector —

http://www.boi.org.il/lhe/NewsAndPublications/Preséeases/Pages/10-02-2015-Debit.aspx
Some may also be used to withdraw cash from ATMmlevothers do not offer this facility.
2 |n 2014, this amount was NIS 2,000.
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increase of 75% since 2009. The number of trarmaiimade in Israel and overseas) using
payment cards issued in Israel increased this lye&:.1% - and since 2008 it has grown by
63.6%.

In recent years, the number of active c&tds Israel has grown; in 2014 the number of
active cards has increased by 7% - from 6.7 miliei.2 million.

Total transactions using payment cards are groantgmerchants tend to promote their use
for micropayments as well - such as in vending nmashand photo-copying machines.
Between 2013-2014, total transactions in Isragkased by 4.8%, from NIS 216.3 billion to
NIS 226.8 billion. Most of the transactions, arouf@®o of all transactions made between
2012-2014, are smaller than NIS 200, which mayciaii that payment cards are used to
replace cash in transactions involving purchasingpods and services in the retail sector.

5.3. Electronic wallet

In recent years, we have seen technology changeshwesult in changes in means of
payment. The internet has significantly expandee #bility to make payments and to
transfer funds, while online commerce created a rfee development of new abilities to
transfer funds and to make payments in a more rapiclre and accessible manner. One of
the more common recent developments is the Diyitallet or the electronic wallet - the
name depends on the type of activities supportetidyallet and the technology used.

An electronic wallet can be used for these majacfions:

1. Conduct e-commerce transactions (such as paymewinfme shopping using a PC
or smartphone, funds transfer to another persorbdingayment);

2. Maintain funds in a virtual (digital) account, inwwhich funds are deposited in
various ways and then used to make payments aanefer funds online;

3. Store information about means of payment (suchné&srmation about different
payment cards), information about the wallet hol@erch as shipping address for
quick shopping), passwords for shopping websitegeds license information etc.

4. Monitor online purchases made on the internet uigh the application.

In recent years, the use of E-Wallets has moverh fioternet to cellular: Today, some
providers offer use of an electronic wallet on ysorartphone, by installing an app. Payment
is made through the service provider to merchamsijar to payment using a payment card.
The technology used in E-wallets on smartphoneali(lar wallet") is usually through the
NFC device integrated in smartphones for infornmatransfer. To pay, a customer brings the
smartphone near the card reader and connects tpgiieation to confirm the payment. At
this stage, their account is charged and the serprovider sends the payment to the
merchant. Note that in recent years, solutions wergeloped for smartphone without NFC
hardware components - including a special stickerexternal device, which includes
information about the means of payment (such agnpat card).

% Cards used for one or more transactions in tia juarter of the year.
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In Israel, many companies, including banks, creditd companies, telecom companies,
entrepreneurs and private companies - have triedcent years to develop and promote the
use of e-wallets duenter alia, to their global development and expanding useetiphones
for a wide range of financial transactions. In &éiddi to payment for products, these include:
payment of wages to temporary/foreign employeeymeat for taxicabs; payment for
parking; transaction approval for companies andviddals; obtaining information, funds
transfer to clients of other banks; funds tranbfgween bank customers by bringing the two
devices close to each other; cash withdrawal froM#a without using the card etc.
Currently, there are several banks in Israel affgwarious services using a digital wallet
which is directly synchronized with their bank agng these services allow for funds
transfer and making various payments directly ftomapp. Note that some e-wallets which
can store multiple means of payment mostly actlased payment systems, which only
allow funds to be transferred among those with antson the system.

5.4. Innovation in advanced means of payment in Israel

In recent years we have seen development and itioova advanced means of payment in
Israel - here are some examples:

Smart payment card (EMV) — In Israel, the market has been adapting to smannpat
cards — cards which use the advanced EM¥curity standard — because they would provide
new benefits. Firstly, in order to use them a PINstrbe entered on the merchant terminal,
which reduces the use of stolen or lost cards;, ttingstransition to such cards would reduce
the fraud potential and would improve client arglier trust. Secondly, this transition would
align the local market with the global one, expagdihe ability to make payments overseas
using cards issued in Israel.

The transition to smart cards requires adaptationaoious systems, including the Shva
(Automated Banking Services) system and POS tetmiAacording to a plan outlined by
the Antitrust Authority Director General—togetherthvthe Supervisor of Banks and the
Payment and Settlement Systems Oversight at thi 8alsrael—Shva should complete its
preparation by end of 2015 and the banks and ctadit companies should formulate a plan
for conversion of payment cards and associatedastriicture to use of this advanced
technology.

Developments with regard to merchants' POS termina —With regard to POS terminals,
various technology and hardware devices have beeslaped, to assist in promoting use of
advanced means of payment and in promoting congetih the payment system. These
solutions include POS terminals with support for \ENEechnology, support for making
payments using NFC (Near Field Communication), supfor multiple applicatioré, and
for hardware-based implementation of advanced mefpayment.

% EMV (Europay, MasterCard and Visa) — a set ot#jpations developed by international credit card

companies to provide a uniform, secure standargdgment using payment cards in “card-present”
transactions.

A terminal that supports multiple acquirers as&liers promotes competition for clearing paymemtsca
and enables merchants to easily migrate betwearracs} In contrast, when each terminal is owned by

27
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These solutions enable new options for transadjmproval, entrance of new entities and
implementation of advanced solutions and meansagimgnt. These terminals also reduce
dependence on the switch for transaction apprawlisettiement, since they open new paths
for transaction processing and routing. Yet atdhme time, this places the main activity at
systems of the new acquirer or processor.

Conducting contactless transactions -A contactless transaction is a technology solution
which allows for wireless data transfer (with notaxt between the transmitter device and
the reader device). The term "contactless trarmaticover a wide range of means of

wireless data transfer, such as: Conducting paymeat transactions, payment of fares on
public transportation using a dedicated card, caat for attendance confirmation at a work
place etc. Contactless transactions may employuwsirtechniques, most commonly NFC

(Near Field Communication).

Payment-card transactions using contactless tesgpwohay be conducted using a device on
the card, a unique sticker, a device incorporatetthé cellphone or a device incorporated on
a special SIM card in the cellphone. Contactlessneaat is only possible for merchants with

a special reader incorporated in their POS or lagtd¢o the POS as an external device.

Online payments and e-commerce Recent years saw significant growth in e-commerce,
i.e. commercial transactions conducted electrolyicdlie to improved access to the Internet,
technology developments in Israel and world widd advertising on social media. Today,
you may purchase many goods and services fromdheoct of your home - even if the
supplier is overseas and even if they have a Vidt@e and never meets the customer.
Today, e-commerce spans all transaction types ivithdhl, retail and wholesale, both in-
country and international.

Progress made in Israel with regard to online paysallows users to pay online for a wide
range of government and public services, as walch as pay taxes, traffic tickets and police
fines, fees for renewal of license, passport arditadocuments as well as water, power and
municipal tax bills. Banks in Israel also allow ithéients to conduct transactions online and
by using custom apps on smartphones. Once a pérsmmdidential password has been
issued, clients can monitor their account and gafedke payments and transfers between
accounts - although these are mostly capped atarcamount. Because online services can
be used outside bank branch business hours, bamik®ve service to their clients and
reduce waiting time at the branch.

Cellular check - In 2013, the option to deposit a check into lbaek in which you hold an
account using your cellphone was approved and tedcAccordingly, it is possible to take
a picture of a check using your cellphone and tpodi it directly into your personal
account; it is not possible to deposit post-datestks to the depositor's account; deposit of a
check which is not post-dated and made out "to @aydy” may be done up to a limited
amount.

specific acquirer, and only supports working whhttacquirer, it forces the merchant to replace the
acquirer’s terminal when switching.

16

——
| —



Interim Report of the Committee for Promoting Usédvanced Means of Payment in Israel

6. Advantages of using advanced means of payment

Promoting the use of advanced means of paymentdwsmuitribute to increased competition,
efficiency and security of the payment system nads Use of advanced means of payment
offers various advantages, which may be reflectedlifferent levels, including creating a
situation where an entitiy that has developed awamaced means of payment has a
competitive advantage over other entities in thgnmmnt system; reduced transaction costs
compared to other electronic means of payment; meatation of transactions involving the
means of payment; convenient use for customerseaithbility to customers.

Data from the Central Bureau of Statisticshows that in recent years in Israel, there is a
constant growing trend in the number of househaloisnected to the Internet, in use of
computers and in use of smartphones. This trengastgp promoting the use of advanced
means of payment, because widespread connectwitgomnmunication infrastructure for
providing payment orders has grown significantlyeonent years.

Entities which propose innovations in means of paytmmay benefit from a competitive
edge over the competition, offer a more convensmvice to the customer and generate
opportunities for sale of additional services, sashcoupons customized to the nature of
customer activities, coupons for merchant promatiand discounted offers based on the
customer's location. The need to gain the edge theecompetition pushes service providers
to offer new, advanced means of payment which erealue for customers and allow them
to offer additional products related to the tratisac Furthermore, development of advanced
means of payment allows service providers to exghant customer base, since they allow
customers to buy goods or services online or ugiay smartphone - and they allow them to
make purchases from anywhere in the world. Onlioemaunication may also create
opportunities for companies to increase revenueprbyiding information to consumers
about special offers, promotions and discounts.

The use of advanced means of payment may resutiwiar fees charged in the payment
process from all players in the transaction exeoutihain dueinter alia, to the entrance of
new entities. It may also result in significant wetlon of the cost of making payments, due
to elimination of the need for paper-based setttemé&his decrease refergjter alia, to
reduced cost associated with the use of cash tivellaexpensive use for retailers, since it
involves cost for deposit, transit, insurance, hdforgery and loss of interest.

We may also note that promoting the use of advanueahs of payment would help reduce
the shadow economy in Israel. The Locker Commitegeort shows a link between the
shadow economy and money laundering and the exténtise of cash and check
negotiability. This link is due to the ease withighhthese means of payment allow for
transactions to be conducted "under the radar'ogeégqment authorities and outside of the
financial and payment systems. The use of advanoeahs of payment would allow for

% Household Expenditure survey.
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digital monitoring of transactions, which would ld®cumented and identifiable in the
financial system and in payment systems.
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7. Alternatives for conducting transactions using advaced means of
payment in the current payment systems

7.1. Description of a transaction conducted using adedmaeans of payment

Advanced means of payment do not necessarily eeparately from currently existing

means of payment—cash, bank transfers, direct aebgayment cards—rather, they are
based on such means of payment and make use cutrent infrastructure and payment
systems in Israel. Today, most advanced meansyoheguat in Israel are based on payment
cards.

When looking at the current chain for conductingntactions using advanced means of
payment, namely a chain based on payment cardscamedentify multiple links: Payer,
means of payment, communication channel, servicgmpat provider, card switéh
Automated Clearing House (Masav), Zahav system ®Tdad the payee.

P Means of Communication Financial services Pavee
yer payment channel provider Y

SR & Individual
(]

Merchant s . 5 Tssuer Merchant

pavment card, 31 %ﬁ

Company such as E- & a :

255 wallet. cellular g Company
payments and E

Financial E -commerce il Financial

e Acquirer services

provider m provider

| Transaction approval
Card switch
Masv (Awomated L esem (RTGS)

Clearing House)
Pavment setflement

Payer—individual/merchant/company through which paymeansactions are initiated—
e.g., through a custom application or through asiteb

Means of payment— means of payment which may be used for paynmstituictions based
on a payment card.

Communication channel — the payment transaction using advanced meanzawghent
should be transmitted using a secure communicatiemnel, which includes websites

2 The infrastructure connecting issuers and acrgioe processors on behalf thereof) for approval and
settlement of transactions, sometimes also cavtiethe monetary settlement between issuers and
acquirers. The switch services can be providedbyards scheme, processor or a special-purptise en
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secured by advanced encryption, secure custom caration infrastructure and payment
terminals (POS) which allow the merchant to readdérd data and to process the request for
a transaction using a payment card.

Issuer — the entity which provides the payment card ® ¢bstomer, in accordance with an
agreement between th&nThis entity manages the cardholder's accouniydig the credit
facility for the card (if any). The card issuer megyprove or reject debit requests and ensures
that the acquirers would receive payment for trati@as made by the holder of a card issued
by the issuer. Issuers are typically banks or fongnnstitutions.

Acquirer — the entity which connects the merchant and theeis allowing the merchant to
receive payments from the cardholder through theeis The acquirers ensures and transfers
the payment to the merchant. Note that credit cardpanies, as well as acquirers that are
not banking corporation§ may connect to the card switch.

Card switch — the national network—"Ashrait" (payment cardngactions)—is managed
and operated by Shva (Automated Banking Servidéss. is a private company incorporated
in 1979, owned by the four major banks and opegatis a joint services company, as
defined in section 23 of the Banking (Licensing,&741-1981. The company operates
pursuant to a license and operating permits grayeitie Bank of Israel and in conformity
with an exemption of restrictive trade practice ngeal by the Antitrust Authority. The
company provides services to various financialitusons: banks, financial institutions,
credit card companies etc.

The company manages the communication network eetvweedit card companies and
payment terminals at merchant premises. This nétwopports most payment cards in the
world - Visa, MasterCard, American Express, JCBddver (Diners) and private label cards
- and supports all transaction types involving pagincards. In conjunction with operating
the national system, Shva provides multiple sesrideansaction approval, transaction
collection, Stand-In servi¢gand other services.

The company also manages the settlement interfetegebn the credit card companies. The
settlement interface consolidates activity for easiguirers and issuer, after which it
generates clearing reports. These reports aretsdiné Automated Clearing House (Masav)
and are then sent for settlement to the Zahav my@RTGS). This process is conducted in
conformity with pre-defined and agreed rules. Tierface manages a central database for
gueries and enables a simple system for accouadingol.

Automated Clearing Houddd. (Masav) — a private company established in 1982, operating
as a joint services company, pursuant to a licanseoperating permits granted by the Bank
of Israel and in conformity with an exemption obtrictive trade practice granted by the
Antitrust Authority. The company provides electiorsettlement services for debits and
credits, operates the system for customer transhietween provident funds and between
study funds and provides services for informati@msfer between Government entities and
banks.

% The agreement is based on section 7 of the et Law, 5746-1986.
31 As from January 2016.
32 Responding to approval requests on behalf o&tugiirers.
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As of December 2014, there are 26,109 entities ected to Masav, including banking
corporations, the Postal Bank, Government ministaied public institutions as well as other
settlement providers, such as credit card compamibkh can send payment instructions
directly to the system.

Zahav system (RTGS)- this is an advanced system for efficient, rebabhd irrevocable
settlement of NIS-denominated payments in Israeteal time and with finality; it serves as
the final settlement provider for all payment syséein Israel. The system ensures fast,
secure payment execution for its users. The settiénis made within minutes; once
completed it irrevocable and the payment recipiemdy immediately use the funds
transferred with no risk exposure. The system, atpdrby the Bank of Israel, was launched
in July 2007.

RTGS significantly reduces the risk associated wakment system operations - both credit
and liquidity risk and the dependence of each gaent on other parties to the settlement -
thereby significantly reducing the system risk. @alsystem allows for transactions to be
made securely and with no settlement risk, evaimias of financial uncertainty.

Payee - individual / merchant / company. Payment recipieai® the transaction
beneficiaries.

7.2. Access to existing payment systems

Access rules to the payment systems used in laraedpecified by their operators, together
with the system participants and subject to appgrbyahe Oversee of Payment Systems at
the Bank of Israel. It is clarified that, accorditoggenerally accepted international standards,
the criteria for access to the system should beablbg, risk-based and known to the public,
enabling fair and open access to participatioménsystem, suspension or rescinding of such
participation.

Access to the payment system is subject to thecpmmt complying with regulatory
requirements, committing to adhere to the rules aamplying with all requirements
stipulated by the system, including: Being an gnsbject to regulatory supervision and
maintaining arrangements with regard to activitytba system, technology and operating
requirements, legal requirements and requiremetdsed to information security and to risk
management.

Also note that in 2014, the Bank of Israel estdiglis an internal team to review the
execution chain of debit card transactions, in otdgoromote the creation of another switch
for conducting payment card transactions. The teamde a comprehensive review of all
links in the transaction execution chain, includithg card switch, and made public its
interim report on August 3, 2015. Highlights of teeommendations are as follots

= Expand activity and participation in the National Payment Council to other
stakeholders, in conformity with the World Bank mebdThe Council is an advisory

% http://www.boi.org.il/he/NewsAndPublications/Prestéases/Pages/03-08-2015-SwitchReport.aspx
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board for the Bank of Israel and discusses marketism and planning of the payment
strategy.

Establish a committee on payment cardsThe committee would define and specify
activities and rules for execution of payment caransactions, so as to increase
competition and efficiency while maintaining statlyibnd security.

Specify principles and rules for development and wsof the protocof*. The payment
card committee would specify the principles andesulor development and use of the
protocol, while maintaining a balance between pgrdint needs and system-wide
considerations and ensuring the transparency aodssibility of the protocol to all
relevant stakeholders.

Modular implementation of the protocol, to allow for selection and implementation of
terminal uses in conformity with user needs - whethn the terminal or on a remote
server.

POS terminal support for multiple applications and contactless transactions to
allow for other routing methods which would opere tmarket to competition and
evolution of advanced means of payment.

The Bank of Israel has started implementation c#séh recommendations, including

expansion of activities of the National Payment @nluand started to establish the payment
card committee, which would improve the executitrvaic of payment card transactions.
Implementation of these recommendations would ali@w entities to enter the payment
card market, would increase competition while r@iciihg the stability and efficiency of the

payment system and will support such processes. &tpected changes due to the
recommended action would also allow for developneé@idvanced means of payment.

34

Technology specification and structure of mesaesgel to transfer a transaction along the chain.
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8. Barriers to using advanced means of payment

The Committee, as part of its work, mapped barndreh may impact the promotion of use
of advanced means of payment in Israel. This mappicluded technology and business
barriers, as well as the transaction executionncfaaiadvanced means of payment.

A legal framework unsuitable for the nature of opeations involving advanced means of
payment may reduce the use of advanced means of paymeimadncial service providers
and by private developers thereof, as well as Isyoroers who use these advanced means of
payment. A legal framework which does not reguldke rights, obligations and
responsibilities of all entities involved in thamsaction execution chain for advanced means
of payment may result in uncertainty and hamperefgen preclude) the development of
advanced means of payment in the payment systeso.rdte, on this mattehe absence of
sufficient consumer protectionand its impact on the use of advanced means ohgaty
This requires clear legislation, known to consume&rsich imposes responsibility on the
relevant party if products are not delivered onetiand as agreed, if the means of payment
are abused, if there is an input error by the serprovider with regard to the transaction
amount, as well as regarding the unloading of linatl funds from stored-value cards.

The absence of uniform standards and rules for usef advanced means of payment
impacts the use of such means of payment. It islyiignportant to create uniform standards
for information security and cyber protection aldcteate uniform rules for all financial
service providers offering services using advanoedns of payment. The absence of such
standards may restrict the market and may resutubroptimal conditions for innovation
development in this field. In addition, uniform stiards are needed for transferring payment
instructions for advanced means of payment thradeghnology between various payment
service providers, to prevent financial service vaiters from developing custom
communication interfaces among themselves.

Absence of a central settlement system for makingagments using advanced means of
payment, a system which would provide 24/7 access to thdck for approval and
settlement of all advanced means of payment irelside system allows receiving approval
of the execution of transactions made using advénoeEans of payment which are not based
on a payment card. It also allows settlement ofiaded means of payment which currently
operate only in closed systeffs.

Absence of secure communication infrastructure fomaking payments using advanced
means of paymentfrom the end user to the payment system, maydb&development of
advanced means of payment. All entities in thesaation execution chain for advanced
means of payment may be concerned about disclagurgdormation about the transaction
and may avoid making payments using such meanayshent, from information stored on

% Aclosed system only allows for payments to be senong members thereof; hence it is not possibie,

example, to send a payment instruction to a perganis not a member of the system.
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the smartphone / PC, through the communication usetransmit information to the
financial service provider and all the way to ssttent of the payment instruction in the
payment system.

The use of advanced means of payment is a two-paragtivity, when a payment is made it

involves two end users (the payer and the paye®).tfie payment to be successfully
completed, the payer must hold an advanced meapsyohent and the recipient must be
capable of accepting such means of payment. Fomgea use of an electronic wallet

requires adoption by both consumers and merchaetshyoth parties must adopt the same
innovative means of payment. To overcome this egrico-operation is required among

multiple stakeholders.

The cost of investment, development, adaptation fosystems and business models and
marketing of advanced means of paymentmpacts the deployment of such means of
payment. Investment in development of innovativeanse of payment - including
development of business models, technology devedoprand adaptation for other systems
and business models which accept such means ofguayninvolves financial cost but do
not ensure success in deployment of the means whera in the payment system and
acceptance by customers as a legitimate means/ofgud. Furthermore, the issuer of means
of payment must invest in marketing in order toangbthe use of their means of payment.

Absence of widespread deployment of terminals whiclupport contactless transactions
at merchant premisesmay delay the evolution of use of advanced me&mmgment and
impact, inter alia, development of means of payment based on sut¢mdatgy (such as
electronic wallet). Advanced means of payment basea alia, on payment options which
also support contactless technology, such as: NBlOetooth, WI-FI. Conducting a
contactless transaction requires installation leyrtterchant of a custom POS terminal which
supports this technology. Such terminals curreafigrate in a relatively small number of
merchants in Israel. Also note that the diverstut®ms for conducting contactless
transactions create uncertainty as to the leadaujpniblogy. Today, major technology
vendors such as Samsung and Apple include NFC laedveomponents in their
smartphones, which support contactless transactions

Adoption of new means of payment by payers and page - there is natural concern
among potential users about using a new, un-fanmigans of payment. This concern is due,
inter alia, to uncertainty about consumer protection grambedayers using such means of
payment, the expected cost and the fee strucRewgees are also concerned, since such
means of payment are perceived as a breeding gfourichud and due to uncertainty about
the cost associated with receiving such payménée time required for changing public
habits with regard to using advanced means of payme is another barrier, with educating
the public and changing their habits expected ke teveral years. In this regard, also note
the fear of new technology among different populationegments a fear which may slow
down the transition to using advanced means of paynfor example, older citizens are
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more afraid than younger people to conduct trammatbased on advanced technology,
while the latter use advanced devices more extelysiv
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9. Risk associated with use of advanced means of paymhe

9.1. Cyber risk

Advanced means of payment may benefit from a wadge of security options, but they are
also exposed to new cyber risk. There is potefdratiamage due to security faults typical of
advanced computer platforms (such as smartphortea@s) - because they are susceptible
to intrusion and abuse. Such damage may be radlétteidespread crime, but over the long
term may also impact the national level, e.g. tglosevere disruption of business activity
and daily routing and in availability of infrasttuce for conducting financial transactions
(denial of service).

The multiple existing methods significantly redusecurity, both directly and indirectly.
Below we clarify this premise, by referrinigter alia, to competing for customers instead of
investing in security, multiple vulnerable interés¢ absence of one party responsible for
security failures or insurer; inefficient allocatioof security resources; lack of effective
capacity to develop low-cost, reliable protectioechnology; absence of appropriate
regulations and increasing difficulty in changingrenched norms and practices.

Competing for customers instead of investing in secty: The solutions are focused on
improved benefit to users (ease of use, networlpau) rather than on security. Most
consumers do not measure security - only the dibestefit from using the product.
Therefore, companies tend to hide any securityred.

Inefficient allocation of security resources:Because multiple parties are involved in the
chain, this may result in inefficient allocation sécurity resources. This is because the
weakest link in the chain determines the overatuggy - and failure to invest in this link
obviates the need for over-investment elsewhere.

Insufficient protection between the service provideand the system:Most of the current
protection solutions resolve the issue for the ioomim between the customer and the service
provider through an app. There is a significant gmprotecting the direct communications
between the service provider and the actual systdmch is currently not being addressed.

The routing work between users and service prosidercyberspace and with regard to
advanced means of payment actually consists ofigeraf actions made by the customer in
cyberspace with the advanced payment app. In dodperform this action, the user must
authenticate themselves and/or verify their penmst perform such action, depending on
context. This requirement is fulfilled by autheation as a prior step to the transaction.
There are three categories of threats to onlineestication and transactions:

= Impersonation: Use of the advanced payment system by someone tbte the person
in whose name and identity the transaction is magbput their knowledge and consent,
by using valid identifying particulars. Common reas for impersonating include:
Identifying particulars being stolen, copied, sidid by false pretense or produced
without permission using weaknesses thereof, irheadication processes or among
careless and/or clueless users. Some of these dsetihdude: Password guessing and/or
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cracking, intrusion and/or restoring databasemgisisername / password combinations,
identifying particulars, payment card numbers ettealing cookies and various phishing
attacks.

= Forgery / abuse:Making a payment - or a change in payment or costadetails - by
someone other than the authentic party, withouir thkeowledge or consent, by
intervention in the communication (or in the usextsmputer) during an "authentic
session”, using the mutual authentication which ldggtimate parties have conducted
earlier. In other words, this means "riding" anheumticated session. Some of the ways to
do so include: Attacks using a Remote Access Tr{f&Tl), Man in the Middle attacks
on the SSL (Secure Sockets Layer) medium using,fatedible certificates.

= Denial of Service:Negative impact to a system and/or disabling &&structure which
supports transactions using advanced means of pdyme

9.2. Operational risk

"Operational risk" means a risk of impediment itemal processes, people or systems, such
as human error, technical failure in hardware émsre and communication malfunctions or
due to external events. Operational risk is inheranall processes of financial service
providers which provide services for advanced meaihpayment. Therefore, financial
service providers are required to take action wknohkld address such risk, based on the risk
profile of the services they provide. A financiargce provider must prepare to potential
failure of central operational systems, by meanamémergency plan which would allow for
their continuous operations.

Preparations for addressing operational risk aasegti with use of advanced means of
payment differ from preparations for risk assoaatgth other means of payment used in the
Israeli payment system. Hence the importance ferfitencial service provider to manage
risk in conformity with the specific attributes bfe advanced means of payment.

9.3. Settlement risk

"Settlement risk" is the risk of settlement notrigeicarried out as intended in the payment
system. This risk includes credit risk as welligsitity risk. "Liquidity risk" is the risk that
the financial service provider would not fulfilllaheir financial obligations towards the
counter-party financial service provider, when di@edit risk" is the risk that the financial
service provider cannot fulfill all their financiabligations when due or at any other time in
future.

Such risk is realized for a financial service pdw®ri when they are unable to fulfill their
obligations to transfer funds. For example, whesustomer makes an online purchase, the
merchant, through their financial service providmntacts the customer’s service provider
for approval to charge the customer. The settlemmisktis realized if there is a gap between
the approval stage and the funds transfer stageebatthe payment (settlement) service
providers and in the final stage, the customengise provider has insufficient funds in their
account in the system. Realization of this risk masult in a domino effect” The financial
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service provider of the credited client is not dred, and is therefore unable to fulfill their
own obligation.

9.4. AML and terror financing ris¥

A variety of means of payment for digital transééwvalue have evolved around the world for
some time - and are continuing to rapidly evolvectBmeans of payment include electronic
wallets, payment services by cellphone and digitedcks. Moves to reduce the use of cash,
as well as moves to promote the use of advanceshsn&fapayment, as envisioned by the
Committee, should expand the use of such meansyhent in Israel and, consequently,
significantly increase the volume of funds transddrthrough such means of payment.
Advanced means of payment provide financial toolsictv are simple to operate and
accessible to all. Just like other financial todleey may be abused for laundering money
originating from illicit activities and to financeerror. Therefore, promoting the use of
advanced means of payment involves AML and telir@anicing risk which should be taken
into consideration.

As supervision of advanced means of payment expamdise with their inherent risk level,
their use would also reduce AML and terror finagcirsk compared to using cash, with the
latter being completely anonymous. On the otherdh&®cause these are relatively new
means of payment and may allow for money laundeaimgdyor terror financing - the current
risk of their abuse increases.

Below are listed types of AML and terror financingk associated with use of advanced
means of payment as reviewed by the Comnfittétowever, note with regard to this matter
that such means of payment also have attributeshwieduce the risk associated with use of
cash and that some of the risk factors listed bedosvnot exclusive to advanced means of
payment.

AML and terror financing risk factors associatedhmise of electronic wallet and payment
services by cellphone

AML and terror financing risk associated with ugeelectronic wallet and payment services
by cellphone arise because most of the activitgiiael using advanced means of payment is
not currently subject to supervision in conformitith the AML and terror financing regime.
As the activity using such means of payment in@easd is left inadequately supervised,
criminals will have a stronger incentive to usenthir transferring funds originating from
illicit deeds. Accordingly, the Financial Intelligee Authority does not receive reports of
suspect or unusual activity and therefore, crudidormation for identifying and
investigating AML or terror financing is unavailablFurthermore, providers of advanced
means of payment are not required to maintain dscof transactions made using such
means of payment for any significant length of time

% See preliminary overview of comparative law ipexss related to AML for advanced means of payment

in Appendix B (in Hebrew version only).
Note that, based on the Committee's discussibissteview did not include AML and terror finanginisk
associated with use of virtual currency.
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Such risk refersinter alia, to the following aspects: Anonymity, Fit and Peopidentity
theft, information theft and fraud, issues with aedy to jurisdiction, in-person customer
authentication when opening an account and thedspe&ansactions using such means of
payment.

However, we should note, there are mitigating ficfor AML and terror financing risk.
These factors include the fact that transactioasdea trace, whereas using cash leaves no
trace; transactions made using advanced meansyofgpé usually leave some trace - an IP
address or the name of the place where funds vegresded or withdrawn. This information
may help law enforcement agencies in discoverirg ltdtation or identity of the user,
provided this information is kept for some time.dddition, advanced payment services are
provided by computers, hence the service provider efficiently monitor the transactions
conducted by users.

AML and terror financing risk associated with udeligital checks

Use of digital checks should reduce AML and tefinancing risk associated with use of
paper checks by "leaving a trail* and control owkieck endorsement. Because these
transactions are carried out digitally, they wolelave data about the payment and the parties
involved in it. Other data may include the IP addref the device which initiated the
transaction. In addition, the system can enablércband recording of check endorsement,
hence it would also store minimum information abeutlorsements, if allowed by the
system. The system can support a limitation ofrilmaber of endorsements and, if needed,
assist law enforcement agencies in tracing the SuAdsuming that endorsement is made
through a bank account, it would be possible t@ikecthe Ids of the parties involved, if
needed. However, this system has several featureshwnay pose AML and/or terror
financing risk.One of the advantages of digital checks is speadh $hecks allow you to
rapidly complete multiple transactions and to tfanfunds within a short time. This poses a
challenge to law enforcement agencies in trackirapstactions and forfeiting funds,
especially when it comes to funds transferred @asdn addition, as noted above, if the
system allows for anonymous endorsement withouingiadhe ID of the parties involved,
this would maintain the current risk associatedhweindorsement to un-identified third
parties.

9.5. Tax evasion risk

Recommendations made by the Committee on ReducsegolCash in the Israeli Economy
("the Locker Committee") indicate that use of caésbne of the factors which facilitate tax
evasion, due to being anonymous and easily hidaen &uthorities and because cash is easy
to carry out commercial and financial transactiofith. If availability and scope of advanced
means of payment with similar attributes to casth @mecks would increase and transactions
made using such means of payment would not be demteth and would have no user
identification and monitoring, then - together wilie law to reduce the use of cash - it may

29

——
| —



Interim Report of the Committee for Promoting Usédvanced Means of Payment in Israel

result in economic activity transitioning from theassic" cash economy to advanced means
of payment which enable tax evasion.

In a 2012 survey by the OECD, tax authorities imesal countries noted that advanced
means of payment enable revenues to be transferreadteign bank accounts and facilitate
tax evasion in their country. These countries na®ahe tools which allow then to address
the tax evasion risk associated with advanced mezngpayment. Primarily, they
recommended ensuring appropriate access to detaifedmation about transfers and
payments made on each platform and comparing nfesnnation with reports by taxpayers
to the tax authorities. Monitoring is possible tigh mandatory reporting or agreement on
information sharing between the tax authorities pagment platform vendors (PayPal, eBay
etc.) However, these solutions do not provide aitswi if the means of payment are
anonymous, especially if they allow for value todtered on them without being transferred
through platforms with the parties' ID, such asaakbaccount or credit card.

9.6. Additional risk

In this age of e-commerce, the Internet has bea@mignificant area for conducting financial
transactions. These financial areas, which useragdaelectronic means of payment, create
a potential for crime and make it easier for crialénto commit online fraud, money
laundering or terror financing, while at the sarmaet enabling development of security,
control and detection mechanisms to address sskh ri

Online technology allows, first and foremost, dogtion of commercial methods from the
real world to the virtual one. Traditional means phyment are enhanced by new
developments - such as payment using electroni¢etyadnline commerce and cellular
payment - which allow one to make online purchasdssthese means of payment and funds
transfer in cyberspace evolve, criminals are bedfgle to rapidly conduct a string of
transactions, through multiple websites and senstworks in different countries. These
transactions pose a challenge to law enforcemeaking it more difficult to cross-check
information about activity in websites and netwoaksund the world and to trace the money.

If the payment is transferred to an electronic atalhrough a payment card or bank transfer,
the buyer maintains anonymity vis-a-vis the merthadyut the bank or credit card company
see a transaction made using such means of paymestfact makes it more challenging to
trace money laundering activity online, but in ca$ea specific investigation, it helps law
enforcement agencies to trace transactions madg asi electronic wallet. Review of police
data shows that between 2012-2014, an average,00@4nvestigations were opened per
year for theft of smart devices (phones and tapl&svice theft usually allows criminals to
conduct financial transactions using the device #meh to destroy them, leaving law
enforcement without any real ability to trace them.
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10.Legal aspects related to promoting use of advancedeans of payment
Advanced payment services

The advanced payment services market is a dynamdigrenovative one, including diverse
products and services with different attributead a common ability to make payments. The
Committee, as part of its work, is reviewing whetlegisting regulation of this market is
sufficient, or whether different regulation is eallfor - through a legal framework suitable
for all means of payment which would obviate thed&or specific regulation of each one.
This framework should be determinedter alia, based on the features of payment services
and advanced means of payment and the risk assoeiéh use thereof.

Note that some existing statutory provisions alyeagply to certain types of advanced
means of payment. Thus, the Debit Card Law, 57&B1thereinafter: "the Debit Card
Law") regulates a product — payment card - whictieiBned in essence and forward-looking
manner; in terms of interpretation its scope maglude various products, including
advanced means of payment. A credit card, oneeoptyment cards defined in the Law, is
defined as "a plate or item for repeated use, desidor purchase of assets from a supplier
with no immediate payment of the consideration"cdrding to the position of the Ministry
of Justice, this definition covers, for example¢alphone - when used as a platform for
sending payments from customer to supplier throtigh customer’s cellphone operator,
when the latter provides for settlement of suchpayts and is de jure issuer of a payment
card. For this matter, this is an "item for repdatse” designed for purchase of assets
defined in the Charge Card Act as "real estatedgomoney, services or rights". This also
constitutes a deferred payment, such as the one onsdg a deferred debit card, because the
customer account is charged once a month, on teeagaeed with the issuer.

Even though the Debit Card Law provides an esdgntiade definition of "payment card",
as set forth above, this definition may, in somgesabe too narrow to include all advanced
means of payment. For example, it may be too nam@wnclude advanced means of
payment which do not involve any physical compon@plate” or "item"). Therefore, the
legal framework should be adapted to changes imidwdket for means of payment, so as to
apply to all advanced means of payment with themlewrange of current and future
attributes.

We should add that, when regulating this area, ghrauld verify the consumer protection
required and whom it would apply to. In this regaattention should be given to the
following aspects: Contract between user and pevid the payment service; user consent
to contracting and their right to terminate it; rdatory disclosures by the service provider;
user consent to the basic transaction; liabilitycase of abuse of the means of payment;
liability of the service provider for the basic rigaction between users; risk assignment
between the user and provider of the payment sErwcspute resolution mechanism;
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specifying criminal felonies specific for this aredata entry error by the service provider
with regard to the transaction amount; unloadingitiized funds from stored-value cards.

Payment systems for promoting development of neympat services and advanced means
of payment and for promoting entry of new paymeanviee providers (transaction approval
and settlement)

Our interest is in promoting the creation of a neemtralized retail system for transfer of
payments, a secure, reliable system for paymenssnadl amounts, which would allow for
immediate settlement and would ensure a finalizadstction made using advanced means
of payment while offering wide-spread access, dyeor indirectly. Use of a payment
system entails practical risk, as described in temort. This includes credit and liquidity
risk, cyber risk etc. Based on specification of siygtem and participants therein and based
on analysis of the different risk factors associatéth use thereof - legal solutions may be
formulated to address this risk.

This may include the conditions which the systenousth comply with, such &%
Formulating rules to ensure system stability, efficy and proper operation; existence of
means to manage risk and backup arrangements enofasmergency. In addition, we may
consider specifying rules to mitigate security friskcluding rules with regard to
identification of system users.

Along with supervision of the system, we may revieaw to supervise payment service
providers and the provisions which should applyhtem. The model and desired provisions,
as well as answers to questions such as whetheshibid requirements should be specified
for provision of payment services and what thesgirements might be, may be determined
based on the attributes of payment service prosided the nature of their operations.

By the nature of things, operations of a paymentice provider entails risk. A possibility
that should be considered is specifying arrangesnehich would mitigate such risk—such
as limiting credit to short terms, allocating ctedi customers out of their own funds (not out
of funds deposited by other customers), guararged&imds with the service provider
(through a trust account or bank guarantee) etesdlarrangements may be specified by the
relevant regulators pursuant to their authority. Mégy also discuss the question of whether,
in this regard, we should distinguish between senproviders connected directly to the
payment system and service providers connecteckttli, through other service providers.

% See, on this matter, section 50b of the Secarhig, 1968.
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11. Summary and recommendations

Looking forward at operation of advanced means afnpent, the Committee envisions a
situation which would allow for the development aedpanded use of such means of
payment. This would be achieved through: (a) BExgstineans of payment, for example by
storing cash onto an advanced means of paymekindint to a debit card or linking it
directly to a bank account. (b) Development of paghsolutions which would serve as host
for making payments througimter alia, new providers of payment services. (c) Creating a
central settlement interface which would allow $ettlement of transactions using advanced
means of payment which are not based on paymeds;careating additional infrastructure
should expand the range of services offered andldramntribute to more competition and
efficiency in providing such services.

The Locker report asked the Committee to expressgecific opinion on cash alternatives
such as electronic wallet and digital check. Then@uttee, as part of its review, is aware of
the wide range of advanced means of payment clyrenéxistence around the world - and
hence the need for regulation which is comprehengumabling and forward-looking, which
would allow for evolution of a wide range of semscwhile providing a solution for
identified barriers and risk.

With regard to promoting use of the electronic etalthe Committee believes that this means
of payment may be, in future, an alternative foe wé paper-based means of payment,
especially for small amounts which are typicallydpe cash. The electronic wallet should
improve convenience of making small retail payments

Therefore, these are the guidelines for promotsgaf electronic wallets in Israel:

= The electronic wallet should allow for storing amcamulating other means of payment.
Thus, it could be used to transfer online paymants as a "payment account”, in which
the user may store money to be used for futurehases using the wallet.

= Electronic wallets offered by different service yaders should be able to communicate
with each other and become part of open paymetersgswhich communicate with each
other. We can enable this by a faster system f@ilrpayments, which would offer
access to supervised entities that are not ban&orgorations, which offer diverse
payment services - including through an electrovadet.

= Activities involving an electronic wallet should beontrolled and supervised in
conformity with existing legislation and generafigcepted international standards in this
field - so as not to destabilize the payment sysaeih not to provide a loophole which
would enable money laundering and terror financitey evasion and impact to
customers who use this means of payment.

As for promoting use of digital checks, the Comedtconsiders that this means of payment
could, in future, provide an alternative to tramhtal checks, thereby helping to reduce
activity which is not reported to the tax authestiand to reduce the shadow economy by
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recording of the parties involved in the transactidowever, the conditions for evolution of
digital checks include creation of an appropriadgal framework for such activity and
creation of technology infrastructure for inter-kaettlement.

A digital check is a check digitally issued to astmmer, with the customer digitally writing
the check - which may be doneter alia, through the bank website or through a dedicated
website; downloading a custom app to the smartpluortablet device; and use of special
automated workstations at bank branches.

Accordingly, the guidelines for promoting developrhef digital checks in Israel include
both preserving the advantages and unique usdsysigal checks and reducing the risk and
disadvantages associated with using physical chea&selaborated in Chapter 5. The
Committee believes that the risk and disadvantagssciated with using physical checks
may be reducednter alia, by a shorter duration for settlement and findiarathereof.

In conformity with the foregoing, the Committee saters that use of advanced means of

payment as part of the payment system in Israalldhme promoted by combined regulation

of the legal, technology and consumer infrastrigcttiherefore, the Committee recommends

as follows:

= Set up central settlement infrastructure and securenational communication
infrastructure for making payments using advanced neans of payment.Create a
new, fast and secure retail payment system (hdteiné&he system™) which would allow
for settlement of transactions in advanced meangagment which are alternatives to
cash (such as electronic wallet, cellular paymemd online payments, including e-
commerce).
Creation of the new system is designed to achieveral major objectives, including:
High availability for making advanced payments {24f possible); increase competition
in the payment system by expanding access to paysystems in Israel to entities that
are not banking corporations and by expanding ypes of transactions which can be
made without using payment cards; improve efficjeatthe payment process in Israel;
and increase resilience of retail payment systems.
Note that the new system would allow for settlemeitetail transactions and is not
intended as a substitute to the Zahav system (RT®&gh is used for settlement of
high-value money transfers.

The Committee, looking at the future of the tramisacexecution chain for advanced
means of payment, identified several links: Payeeans of payment, communication
channel, financial service provider, card switchstér retail payment system, Zahav
system (RTGS) and the payee. Compared to the ¢igiteation, described in Chapter 7,
the expected major changes include: the optiorayousing innovative means of payment
not necessarily based on a payment card; addittgpas and number of financial service
providers; secure transactions through developnmnprotection to ensure secure
operation; and improved payment availability, caneace and reliability.
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Means of Communication Financial services Communication Means of P
payment channel provider channel payment ayee

Individual | |  Computer - w Computer Individual
A , a o 8 = martph Merchant
Merchant Smartphone = 5 Postal Bank 5 5 one i
g = g 2
Company Tablet é‘ z Credit card companies 5 = m Company
! y g

Financial ‘ Telephone ‘ s Dot s g Telephone Financial
services Pay services provider *“'i_‘m
provider ‘ Payment card ‘ ‘ POS ‘ | POS | ‘ Payment card provider

Payment card

transaction approval

Advanced means of payment ’/'
transaction approval ”

oot : Card switch

Faster retail-payment Payment ssttlement Zahav system (RTGS)

svstem

An international review indicates that various do@s have deployed in their payment
systems a Faster Payment systenimcluding: South Africa (2006), Mexico (2006), UK
(2008), Poland (2012), Sweden (2013) and Singaf@@®4). In addition, other countries,
including Australia, Finland and the USA, are i firocess of deploying such systems.
The review indicated that Faster Payment systemglogndifferent business models.
These models refemter alia, to creating a switch for obtaining approval fanisactions
conducted using advanced means of payment, finhligettlement of payment
instructions in the system, maximum amounts of paymnstructions which may be
given using the system, types of instructions wimay be settled using the system, types
of participation in the system and the interfacéhvather payment systems in operation
in the national payment system. Clearly, each eflihsiness models reviewed has their
advantages, disadvantages, risks and barriersnis tef their fit with the Israeli payment
system.

Creation of a secure national communication infrastire for making advanced

payments, to provide a solution for the entire $eation execution chain for advanced
means of payment - i.e., from the end point throsgftiement of the payment instruction
in the payment system. Creation of this infrastitets a parallel step to creation of the
new payment system. This secure infrastructureldhaovide a solution to three major

cyber threats to be considered when conductingacions involving advanced means
of payment: (1) Impersonation — taking over thet@u®r's computer and conducting
transactions in their name. (2) Forgery / abuskeft tand forgery of information in the

communication infrastructure. (3) Denial of servieeimpact to the system and/or
disabling the infrastructure which supports exemuf transactions involving advanced
means of payment. According to the proposal, thestructure should be created and

39

In parentheses - the year when the system wasHhad or expected to be launched.
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owned by the State and users thereof may includeiduals, merchants and banking
corporations.

Accordingly, a sub-committee would be created, k®d the Bank of Israel with
participation from the National Cyber Bureau ané tlational Information Security
Authority, to create and formulate the business ehéal operation of the new payment
system. The sub-committee shall submit its recontagons within 1 year from
publication of this report.

Draft a bill to regulate payment services, paymentaccount and acquirer and
issuance servicesThe Committee proposes uniform, lateral regulatdrall services
provided by such service providers, in order toiwegulatory arbitrag® and to create a
level playing field for provision of such servicé&is move would enable entry of new
players and would contribute to enhanced compatitidhe Israeli payment system. This
lateral regulation would apply to all payment seevproviders, based on international
regulation - primarily the European one (PaymentviSes Directive) - with adjustments
for the local market referringnter alia, to consumer aspects, the obligation of payment
service providers to comply with AML and terrordimcing provisions, the obligation to
comply with information security standards as vesllother requirements. In conformity
with such regulation, each regulator would ensine the payment service providers
which they supervise are in compliance with theunesments. Such regulation would be
addressed by a sub-committee led by the Bank akllswith participation from the
Ministry of Justice, Ministry of Finance and Antist Authority. The sub-committee shall
formulate the draft bill within 1 year from publitan of this report.

Adapt the existing legal infrastructure to transactons using advanced means of
payment. The existence of an appropriate legal frameworkuld/chelp promote the
deployment of advanced means of payment. The fegalework consistanter alia, of
the legal, statutory basis for operation of advdneeans of payment, the authority to
enforce laws and agreements in all relevant cabesset of rules for operation of
advanced means of payment and the consumer portemtiarded to users of advanced
means of payment.

The primary legal framework which governs operattbmeans of payment in the Israeli
payment system currently consists of the Debit Claagv, 5746-1986, the Checks
Without Cover Law, 5741-1981 and the Banknotes m@mice [New Version]. In
addition, we note the bill on electronic clearing.

The Committee considers that constant review aragbtation of existing legislation in
Israel is required, with reference to three keymaets: users of advanced means of
payment, financial service providers and paymemstesys. In this regard, legislative
amendments should be reviewed to support regulasfoAML and terror financing
aspects of operations of payment service providarsconformity with accepted
international standards (FATF).

40

Gaps between directives issued by different g on similar issues.
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The review of the legal framework is conducted fady, and in accordance with
changes in the payment system in Israel. This wewseconducted by the Ministry of
Justice and other relevant entities.

Promote Point of Sale (POS) infrastructure to allowfor contactless transactionsThe
Committee considers that contactless transactioag emable and promote the use of
advanced means of payment in the Israeli paymestesy Efficiency, convenience and
speed of use have a key influence on use of addammans of payment, but these
aspects should be considered against preservingt#imlity of the Israeli payment
system and subject there to. We may also notehignregard, that recommendations
made by the Bank of Israel team which reviewed tthasaction execution chain for
payment cards, included a recommendation wherebyrder to enable entry of new
entities and evolution of advanced means of payraedtnew routing alternatives - the
POS terminals which form the infrastructure for @octing the payment card transaction
should support multiple applications and contasttesnsactior{<.

Implementation of the outline of market transitiom the EMV standard provides an
opportunity to promote use of advanced means ofmgay by creating infrastructure to
support contactless transactions and multiple egiptins at the POS.

Contactless transactions in general - and in paatictransactions using NFC (Near Field
Communication) - have become in recent years aad®-fstandard in many countries
(including the UK, France, Poland, Turkey, Canadraythermore, NFC has become in
recent years a de-facto standard in Europe. In 20dyl, MasterCard issued a directive,
whereby all new terminals to be deployed in Euremeild be required to support a
contactless functidh as from January 2016. The company also stipuldbed all
terminals in Europe would be required to suppas filnction by 2020.

Review the transaction execution chain for digitachecks.The Committee considers
that given the widespread use of checks in Isnaglgaven the objective of reducing the
scope of the shadow economy, a review should beluoded of how to incorporate
digital checks as a means of payment in the paysystem in Israel. In this regard, the
transaction execution chain for this means of paynshould be reviewed, including
examining the alignment of the legal infrastructwieéh such activity and examining the
creation of a new, dedicated settlement infrastiectTo the extent that regulation will
be necessary, consideration will be given to whetbeadjust existing legislation or to
promote separate legislation.

Promote consumer education and generate consumerust in advanced means of
payment. The Committee considers that promoting the use dMfalaced means of
payment requires extensive, regulated consumeragtntrcture. This infrastructure
includes financial education and public awarenesapaigns, designed to increase the
public’s confidence in such means of payment.

41
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See more information on this issue on pages 3@f834e report "Transaction execution chain formpant
cards".
http://newsroom.mastercard.com/press-releases/roasiefast-tracks-mobile-payment-acceptance-
europe-helping-europeans-tap-everywhere-2020/
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Financial education should be provided to the mubémphasizing the advantages,
consumer protection and challenges involved inguaivanced means of payment - and
such education may help promote the use of advamazohs of payment. The financial
education should be delivered in accordance wiilquenattributes of various segments
of the population. In addition, a survey of meahgayment - to be conducted by the
Bank of Israel, in conformity with recommendationsade by the Committee on
Reducing Use of Cash in the Israeli Economy ("tloeeKer Committee™) - may help
identify the needs and barriers associated withaackd means of payment and may
significantly influence promotion of their use.

Furthermore, preparing a document with questiords amswers concerning the use of
advanced means of payment, to be published on tesbsi the Bank of Israel and of
Government ministries participating in this Comenit may help promote the use of
advanced means of payment.

The Committee will continue to implement the ouwdliof recommendations made in the
report by the Committee on Reducing Use of Caskhélsraeli Economy ("the Locker
Committee") and the recommendations arising frorma thport. The Committee will also
continue to monitor developments in advanced medngayment in the Israeli payment
system.
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12.Glossary of termd?®

Term (in
alphabetical
order)

Definition

Means of payment

Any financial instrument whicloal the holder thereof to transfer
funds or to pay for goods and services. Commongyluseans of
payment include: Cash, check, direct debit, diceetlit and payment
card.

Advanced means
of payment

An electronic financial instrument which allows thelder thereof to
securely transfer funds or pay for goods and sesvic

Electronic wallet

An electronic means of paymentolhallows for storing or
accumulating other means of payment and designbd tsed to
transfer payment and to purchase goods and sehategen two
parties.

Payment account

An account held in a customer'ssnased only to conduct payment
transactions.

Payment card

A means of payment with informatioaualihe payer account stored
in a magnetic stripe and/or in a chip, which mayabeessed throug
an appropriate device or interface by the payeds Tdefinition
excludes cards issued by businesses and that magdakat only &
limited number of merchants.

=y

1S4

Issuer An entity which provides means of payments@ustomers, approves
payment transactions and guarantees the paymemisvag thereby to
the seller of the goods or services.

E-commerce Conducting electronic  transactions, Ilysuathrough online

communication between various devices, without irggy a meeting
of buyer and seller.

Clearinghouse

A central location - or central pssteg facility - whereby financia
institutions agree to exchange payment instructmmsether financia
commitments. The institutions clearing the itemghanged on th
agreed date.

D

Payment system

A system used to receive, transfezxecute payment instructio
between system participants, including the meangagment used t
transfer or execute payment instructions.

NS

O

Fast, secure retail
payment system

~+

A system for retail use, used to receive, tranefeexecute paymer
instructions between participants in a fast, secoamner - typically
within a few hours.

Cards' Switch

—+

An entity used by participating igtons (acquirers and issuers)
route messages related to approval and authepticatvhich may
generate and disseminate clearing files.
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Term (in
alphabetical
order)

Definition

Financial service
provider

A financial service provider offers its clients ange of services, i

accordance with a license granted there to. Thersgces may include:

payment transfer - including direct debit, direcedit, transaction
involving a payment card and standing orders - ab &s issuer an
acquirer of payment cards.

Settlement

An action which releases a liabilitywes#n two or more partie
related to transfer of funds, securities or othvearicial assets.

U)

Contactless
transactions

Contactless payment transactions, conducted throaghcustom
component embedded in the means of payment andgira custon
reader, which can receive the payment instructiansimitted there to.

1

Communication
channel

A channel which may be used to transmit informatiorcluding

payment instructions, between the payer and thdstawitch or the

payment system.

Digital check

A means of payment which mimics tley lattributes of a traditiona
(physical) check - where the issue, sending andeptation are mad
electronically

=

Payment service

Services provided by financialiserproviders. These include: dire
debit, direct credit, transaction involving a paymeard and standin
orders - as well as issuing and acquiring of payrards.

ct

Cellular payments

Payments using a cellphone ortpimane, including payments usir
an app installed on a smartphone or through adcetse account o

9
f

the payer.
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13. Committee members

Name

Office

Irit Mendelson

Committee Chair - Bank of Israel

Batya Harari

Prime Minister's Office

Gil Bareket

Israel Money Laundering and Terror lRiciag Prohibition Authority

Ayelet Minster-Sher

Israel Tax Authority

Rani Neubauer

Ministry of Justice

Reut Ofek Ministry of Justice

Dana Heller Antitrust Authority

Elad Makdasi Antitrust Authority

Tal Goldstein National Cyber Bureau

Tal Steinhartz National Cyber Bureau

Ron M. National Information Security Authority
Liran Haim State Attorney's Office

Shimon Ben-Shoshanlsrael Police

Ronit Chitayate Bank of Israel

Noa Sheshinski Bank of Israel

Yael Rashti Bank of Israel

Gil Polak Bank of Israel

Ronen Nissim Bank of Israel

Nir Levy Committee Secretary - Bank of Israel
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