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Overcoming environmental, physical and biological l imits of the 
human body and mind: from Physical to Digital (Phyg ital)



Innovative Companies: From Physical to Phygital

Physical

GM, Exxon-Mobile, Ford 
Motors, GE

Digital - Hardware

IBM, Intel, Apple, Dell…

Digital - Software

Apple, Microsoft, 
Google, Oracle..

Physical-Digital (Phygital)

Amazon, Alphabet, Meta, 
Uber, AirBnB,…  
(IL: Waze, Mobileye)

80’s 90’s 2000’s 2010’s



AI Development Phases

Expert Systems & Rule Base

Computers store organize 
& retrieve  human 
knowledge efficiently

 

Machine Learning (ML)

Computers find 
patterns and insights in 
the data (supervised / 
unsupervised) 

Deep Learning (DL)

 
ANN mimic* the human 
brain – allow for 
complex functions to 
enable complex tasks

Generative AI (GenAI)

LLM generate new content 
by relying on embedding 
representations – including 
text, image, video, code etc. 
 

80’s 90’s 2010’s 2020’s



Why now?
AI: Role of Platforms, Data & Computation

LLMs (e.g., Transformers)



Vector embedding - representing data, such as words , images, or sentences, as numerical vectors in a 
multi-dim vector space, enabling GenAI models to ge nerate relevant and refined content.

GenAI: Role of Vector Embedding

“Representation of reality”

GENERATE NEW CONTENT!



Some GenAI’s Future Trends 

GenAI/LLM 
Model Reduction,
Optimization & Ease of 
use

GenAI @ Workforce:
Software, MKT, Legal, 
CS, Finance, Education
…(White collar labor)

GenAI & Human In the 
Loop  

GenAI & Influence 
Security



LLM Model Reduction & Optimization

• Quantization : Reduces the numerical 
precision of weights (from 32-bit to 4-8-bit)

• Distillation : training a smaller "student" 
model to replicate a larger "teacher" model

• Pruning : Eliminates redundant / less 
important weights & neurons from a model

• LoRA (Low-Rank Adaptation): Fine-tunes 
only small, low-rank matrices within a model 
instead of updating all weights, drastically 
reducing cost 

• MoE (Mixture of Experts): Activates a small 
subset of specialized sub-models ("experts") 
during forward pass.



Some GenAI Future Trends 

GenAI/LLM 
Model Reduction,
Optimization & Ease of 
use

GenAI @ Workforce:
Software & coding, MKT, 
Legal, CS, Fintech, 
Education
…(White collar labor)

GenAI & Human In the 
Loop  

GenAI & Influence 
Security



Affected White -Collar Workforce - Examples
(GenAI doesn’t always eliminate these jobs—it redef ines them, shifting the human role to 

creativity, ethics, emotional Intelligence, strateg ic oversight and more)

Content Writers
Blog posts, product 
docs, Mkt emails…

HIL: Brand voice, 
strategic content

Customer Support
Chatbots, Virtual 
Assistants, FAQs… 

HIL: Empathy, conflicts, 
politics, complex CS

Legal Assistants
Document review, 
Legal research…

HIL: Legal judgment, 
court, case strategy

Finance & Accounting 
Reporting, data 

analysis, Tax forms,…

HIL: Risk assessment, 
strategy, “gray zone”

Education & Tutoring
Tutoring, Lessons & 
tests,  instruction…

HIL: Mentorship, 
support, engagement

~$80B ~$400B ~$60B ~$150B~$300BTAM: ~$80B



Jobs Taken by GenAI
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Decision Support: Assignment of skills to Projects
      Pessach et al, 2020

GenAI X

Human Y

Req.
Avail.

Skill  3145
Skill 3554
Skill 3459
Skill 5682
Skill 6754
Skill 4551
Skill 3877
Skill 9346
Skill 4456

Skill  3145
Skill 3554
Skill 3459
Skill 5682
Skill 6754
Skill 4551
Skill 3877

Project  1  Project  2 Project  3 Project  4





In real Life: AI solutions are 
advancing in bluffing and 
strategic deception : In 2023, 
DeepMind's DeepNash 
achieved expert-level play in 
the board game Stratego, a 
game of imperfect information 
that requires bluffing, hidden 
information management, and 
long-term strategy. 

IRS is reported to use AI to 
detect tax cheating
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GenAI & Human In the loop (HIL)

Human In the loop:

• Emotional intelligence
• Strategic & Critical  thinking
• Ethical reasoning
• Adaptability (eg Cultures)
• Subtexts & hidden agendas
• Explainability (XAI in GDPR)
• Consciousness (!)
• Coherence



What would it take 
for Conscious AI?

Self Awareness )�‚�q�v�~�z���‚�m�z�k�m�v (
(the ability to be aware of oneself) 

Introspection )�‚�q�v�~�z���‚�m�x�x�m�i�‚�l(
(the ability to reflect on one’s own 
thoughts and feeling) 

Sentience  )�‚�m�q�‚�•�m�o�‚(
(the capacity to ‘feel’ something for 
itself) 
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- Blue (Human)
- Purple (bot)

c.

‘Power Law’/Scale Free

‘The Spread of Fake Content by Social Bots’
(Shao et al., Nature Communication , 2018)
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The world’s No. 1 global 
threat in 2025 

(World Economic  Forum 2025)

1 $500B
Enterprises will spend over 
$500 billion annually to 
combat disinformation. 

(Gartner, 2024)

THE PAIN

$78B
lost each year to private 
firms due to narrative 
attacks

(University of Baltimore & CHEQ, 2019)



On October 17th-18th 2023, 
social media was flooded with 
false viral narratives such as 
'Israel bombed the hospital' 
and 'Israel is a terrorist state' 
due to extensive bot usage

3 AI Engines:
- LLM (Narrative)
- Sync.
- Authenticity 



29 Strauss

Positive 

Negative 

Attack Point





Persuasion vs. Factual Accuracy Trade-off

Persuasiveness

Factual
accuracy

Baseline model
(more accurate,
less persuasive)

Persuasion-optimized model
(more persuasive,
more hallucinations)



GenAI’s Opportunities and Dilemmas

1. Bias and Discrimination (Example: A hiring assistant favoring 
male-coded language)

2. Lack of Transparency and Explainability (Example 
accountability questions

3. Intellectual Property Infringement (Example: AI writing or 
drawing in the exact style of protected authors or artists)

4. Economic Inequality Raises ethical questions about fair 
distribution of AI’s economic benefits.

5. Consent and Data Privacy (Example: AI-generated text 
mimicking private conversations)

6. Autonomy and Human Manipulation (Example: AI-driven 
persuasion tools in advertising, politics, or even therapy)

7. Environmental Impact (Example: GPT-3’s training reportedly 
consumed over 1,000 MWh of electricity—equivalent to driving 
a car around the Earth multiple times)

8. Misinformation and Deepfakes (Example: Fake political 
speeches or falsified news)



Laboratory for AI, Machine Learning & Business Data Analytics (LAMBDA) 


