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Project Sela

Two-Tier Retail CBDC with Exposure-less Cyber Secure Intermediaries

- Cybersecurity Workstream Objectives:

* Provide practical and analytical cybersecurity insights into the architecture
choices of a domestic exposure-less CBDC system

L : . . = W
* Minimize cybersecurity threats by preventative software design EE%E — ]ﬂl—» i

« Recommend cybersecurity echo systems & best practices

- Members:

« Check Point’s Security Committee, Distinguished Architects, Security
Researchers, Penetration Testers

°
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Ransomware becoming more evasive

Supply Chain + Ransomware is the latest network attack strategy

Focus on Data Extortion
“Your device isn't locked, but we stole
your data and will publish it if you dont
pay”

A

E Data

= exfiltration

Employee
Customer Custh_[r?er I
@) ~=%_Partner

Lateral
movement

........>

$20m Triple Extortion

“We stole your data from the
2020 vendor you ve been using”

(0

$15m .
Double Extortion

“f you don't pay, we will publish
your private information”

2017

Going Global

WannaCry, NotPetya

~$300

2013

Classic

“We ve encrypted your

o information, pay to release it”
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Phishing mobile users.. — “Your Package Has Arrived!”

14:58

Swiss Post : Your package
is waiting for delivery,
Please confirm the payment
(1.99CHF) : https://bit.ly
/2Ga3Yol

c

(2]

30 min + via CoopMobile

Sender does not support replies

([ ]
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all @ % R 83% [ 15:32

SWISS POST 2

< Return to the store

Total 1,99 CHF

Tracking number :
UP020515115CH 7y

Standard Pack
& Payment details
First Name*
Last Name*

Address”

La entrega de su paquete ha
sido suspendida debido a que
falta un numero de calle en el
paauete. por favor actualice

Servicio especial de paquetesia

& mecunsssion

Ingresa y retira efectivo en las
oficinas de Correos

XX

TODAY

SN INIT

M92p7 DHPW 6.21/ MAND NN 09I 81 ,VA0 9w NBWDN P NP9

IL32JEBK8N29 / NI9wN 'ON
https://tinyurl.com/bddrfusj [N DIYWND

10:07

0’'nivn 2pyn
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XN 0191 DIUN
[EMS, ECO POST :3"1nni 3"In3 o'ni'e

IL32JEsKeN29  :2pVn 190D
886302903 :NION"NA TIP

ILSs21  :nYon'nT

DI7wNI DTPNN
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Software Supply Chain Attacks
New Security Measures

SLSA Standard SLSA



Supply chain is the modern entry point for attacks
Supply Chain attacks keep coming: the latest is 3CX in Mar’'23

3CX LDG‘IJ@ solarwinds

Mar'23 Dec’21 — Jan’22 Mar’20 — Dec’20
240,000 exposed phone - Over 46% of attempts by known - Affected 18,000 customers
management systems malicious groups. (out of 300K)

Attempted exploit on over 36.8% of
corporate networks globally

Prevented over 820,000 attempts

to allocate the Log4J vulnerability

[ J
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HUAY 12, 2020

Executive Order on Improving the
Nation’s Cybersecurity

=t

» HBHRIEFING ROOM ¢ PRESIDEMNTIAL ACTHIMNS

NIST

Mational Institute of
Standards and Technology

- The White House Executive Order (EQ) 14028 from May 2021

- Tasked NIST (SSDF and SSCSG)

- U.S. agencies will be required to obtain from their software producers

SBOMs and documented processes to validate code integrity

- 11 Billion market / year

THE WHITE HOUSE

Enhancing the Security of the Software
Supply Chain to Deliver a Secure
Government Experience

Gartner

More than 60% of organizations

will have adopted SBOMs by 2025

Application API Runtime

G.cmscx POINT
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https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04232020.pdf
https://www.nist.gov/system/files/documents/2022/02/04/software-supply-chain-security-guidance-under-EO-14028-section-4e.pdf

Companies Joining The Effort
muu;uppmw anchore <> apuro caqua ::cToZ:::;jlpporterso

INNOVATION
1 . . A movtode & grackBany b5l BrTEsare 1111 <> apiro  Contrast ¢y ForTRESS 4. ron cramne
It's Time For Businesses To
£ Chaingusrd Checkmars i [ euaup e

Demand That Software Vendors Flsee comouiro  mh @ @OWAS
Provide An SBOM o cloudsmith # 7 CadeNatary €3 Contrast cYBeaTs Rezilion servicenow Osonatype xg&g

CiD coariien B CyberTest T deeplence 'féc anso
Nikhil Gupta Forbes Councils Member XPERI
Forbes Technology Council COUNCIL POST | Membership (Fee-Based) FOSSA e bt hidtintin

&b GitLan Google (85 amemmnsrsc

Project Support o

intel ©eeee  Dise e

Bloomberg the Company & Its Products v | Bloombe:

aqua

Amqosm§ w’g triV\J U" b Chcckgx & JupiterOne o HDuR medcrypt ¥ MedSec BIoomberg Middle East Edition ~  Sig
DM i " ® Live Now Markets Economics Industries  Technology Politics Wealth  Pursuits Opinion  Businessweek Equality Green City
""" W weno O erpraans FOCUE kN
DevOps E : : .

AOEFECTOOUO @KungFu Mastas @ & remurin 2 S S e Business New ResearCh Flnds 73% Of
i Organizations Have Significantly

@SV e, (). Graal & grype & RedHat o S et reveribra Increased Their Software Supply Chain

Security Efforts as a Result of

REVERSINGLAZS Rezili @mg

dubeclarity K2 kyverno “ lagoon % dependency track kel w August 9, 2022 at 4:05 PM GMT+3 e
B secunesnac 1§ shiftLeft ﬁ snyk &isonar
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New Policies & Standards
SLSA (Supply Chain Levels for Software Artifacts)

Source & artifacts integrity

Producer > Source

Check dependencies Step 3
(recursively)

SOURCE THREATS

C Build from modified source

Check expectations Step 2

& & a

> Build >

Dependencies

DEPENDENCY THREATS

D Use compromised dependency

Step 1 Check SLSA Build level

& a

https://slsa.dev

An industry collaboration

B crangud Cﬁ\l £3gouoname ¥ oaranos
Google intel. i kusAR! Cltinux
vmware

Package > Consumer Part of the Open Source Security Foundation
System Inputs External Inputs
BUILD THREATS
atio .
E Compromise build process Y LY
e vironment configSource ::ara:r.etr_—'rsl materials
F Upload modified package )

G Compromise package repo

H Use compromised package

SLSA: Enable SLSA level 4 by producing SBOMs

Q.CHECK POINT

Evaluate

Execute

©2023 Check Point Software Technologies Ltd.
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https://slsa.dev/
https://www.legitsecurity.com/blog/what-is-slsa-slsa-explained-in-5-minutes

Secure Software Development Life Cycle

== “Cleanroom”

4 N\

> Policy Enforcer <
Scan results Pull dependencies Scan results
Security sean results : Compiled
Layer - So:c'::nc:rde ':::;":"::: Artifactory % Artifacts scanner =

_ f

t Compiled " T,
Source code artifacts Publish J

Software (Git) repository —>|  Build server Deolovmerng || Runtime
Build oy

Software Pipeline

°
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@ OpenAI/Whisper

2023 #
THE YEAR OF Al

8 = >
@ DALLE?2 -~
3 - as

12), GitHub
Copilot
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“ cHECK POINT Al Technology Trends

Current and Future effects on Cybersecurity

Shaping the “next normal” of human experience

e Human-machine Interfaces in Natural language
* Generative Al for extreme automation of usability and productivity

Unparalleled threat prevention

e Al-powered Security and Threat Prevention to find anomalies
e Unprecedented scale, speed and efficiency

Al and emerging cyber threat

e Attackers will use Al
e Secure vulnerabilities in the Al Technology

Data as a Strategy

¢ Data first mind-set
e Automate, scale and re-use




ChatGPT - Risks

- ChatGPT usage has cyber security Implications..
- Employees are eager to take advantage of Generative Al

- Risks:
- Leakage of sensitive data
* Leakage of code
« Supply chain attack (code poisoning)
+ Leakage via 3" party SaaS plugins (Al-based)

- Opportunities:
« Data-Leakage solutions, Hashing PII data
* Prompt inspection with Al
* Local LLM — privacy, security, costs

°
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Security Operations will be Augmented & Automated

Generative Al can assist in automating security operations daily tasks

- Threat Intelligence:

Analyze news - identify emerging threats and patterns

- Incident Response:

Categorize, prioritize, and analyze security incidents
Automated workflows & incident response

Security Policy:

* Ensuring policies enforced consistently across the organization

Alert policy violations

Recommend remediation & actions

Create zero-trust networks

Resolve tickets

Assist projects

Optimize resources - activate security blades on demand

([ ]
& cHeck POINT
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“Why many users complain about Zoom connectivity?”
“Am | impacted by CVE-2023-4852?”
“Please solve ticket SR84215”

©2023 Check Point Software Technologies Ltd. 15




Enterprises will isolate their Data in walled gardens

- Data will become an intellectual-property

- Enterprises will harness data-first strategy

- Companies will isolate their data

- Enterprises will accumulate huge amounts of raw data

- Un-reasonable to upload to cloud (amounts, privacy,
regulations)

- More local processing Al power — at the Edge

Opportunities:
- GPUs (LLMs) @ Edge

- Personalized adaptive security, Whitening traffic

°
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New types of attacks will emerge

Al models becoming a target

Adversaries re-engineer how Al trained & operates

Guess weaknesses by the input and results

Poison the data trained, mis-information, unbalanced data

Offensive Cyber, DeepFake (voice, video, chat, e-mail)

Opportunities:
« Polymorphic protections with GenAl — gain resiliency
* Al ‘Shield’

°
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Machine-to-machine interactions (Auto-GPT)

- Generative-Al will replace back-office tasks
- Human roles will be automated

- Future will be machine-to-machine (Al-to-Al) interactions
« E.g. call center: customer support request will trigger actions in multiple systems

- Al will code, build and deploy fixes

- Al will instantiate infrastructure..

- Attackers can fool systems to orchestrate devastating attacks
.. harmless workloads could freak out

Opportunities:
- Prompt security — input & output..
- ldentify intent

°
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Data Becomes a Strategy

- Data mindset
« Data-first mind-set = competitive edge
» Reinforcement Learning Human Feedback (RLHF)

« Al mindset in products operations
« Code generation

.\ / !l
gk'h (v

Code testing

Protections generation

Performance optimization

Al @ edge (GPUs at firewalls, endpoints) - privacy, security, Costs

°
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Neb 3.0 & Blockchain

Al-Empowered Security

ST ke
& YOU DESERVE THE BEST SECURITY



Web 3.0 building blocks

Decentralized Smart
application Contract

Mobile App Backend App

°
& cHeckPoINT

Blockchain
System

Hosted Cloud

21



Blockchains Attacks Categories

°
& cHeck PoINT

Category A

Attacker produces
malicious Smart Contract
(e.g Currency)

Category B

Attacker targets
vulnerability in a
legitimate Smart Contract

22



Web3 Security — 3 main categories

Before uploading
the smart contracts

Development Validate Deployment

Smart contracts
on chain / Run time

Prevention

Incident
Respond

After the fact

Investigation

Smart Contracts Audit

$15M

companies
‘}iﬁ sSLawmisr

([ ]
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Monitoring & protection

7 ironblocks

CYVERS

h HYPERNATIVE

Forensics & compliance

& Chainalysis

ELLIPTIC

©2023 Check Point Software Technologies Ltd. 23



Web3 Security — 3 main categories

Before uploading Smart contracts

the smart contracts on chain / Run time After the fact

Development Deployment Incident

Respond Investigation

Goal is to prevent the Web3.0 attack before it happens

[ ]
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Securing the Smart Contract

Solution A

API to scan malicious
Smart Contract

YOU DESERVE THE BEST SECURITY

Solution B

A\/ A

Al ‘Shield’ to protect
Vulnerable Contracts

©2022 Check Point Software Technologies Ltd.
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« Software Life Cycle = “Cleanroom”
Summary e Blockchain Smart Contract is the weakest link

« Generative Al is shaping the “next normal” of
human experience
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